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Cisco Certified Network Professional (CCNP Enterprise) 
 
Program Summary 
This instructor-led program with a combination of lecture and hands-on laboratory exercises is designed to build 
advanced or journeyman knowledge of both LAN and WAN infrastructure implementations in a Cisco environment.  
This set of courses builds on the concepts introduced in the CCNA program.  Students will be exposed to more in-
depth concepts relating to routing implementation and design; TCP/IP design strategies; switching concepts; WAN 
optimization and performance issues; as well as, basic troubleshooting/support techniques and approaches.  Some 
of the many protocols that will be studied include:  TCP/IP, RIP, EIGRP, OSPF, IS-IS, BGP.  Other topics include:  VLAN 
implementation and management; spanning-tree protocol; multicast management; remote access implementation; 
Cisco security features including AAA; subnet concepts, design considerations, and implementation; VLSM; CIDR and 
more.  These are advanced courses providing the skills and knowledge necessary to pass the Cisco certification exams 
(two exams) necessary to become a Cisco Certified Network Professional (CCNP).   
 
 
Ø Certification program 
Ø 192 Contact Hours, 12 Credit Hours, 24 Weeks 
 
 
TERM 1 

Course No. Course Name Quarter Credit Hours Clock Hours 

CCP100 Professional I 6 96 

 Total 6 96 
 
TERM 2 

Course No. Course Name Quarter Credit Hours Clock Hours 

CCP110 Professional II 6 96 

 Total 6 96 
 
 
Prerequisites 
Candidates wishing to enter this course should have completed the Cisco Certified Network Associate program or 
have commensurate experience WAN technologies in a Cisco environment.   
 
Type of Document Received Upon Graduation 
Upon successful completion of all program requirements, each student will be awarded a Certificate of Completion. 
 
Certification Tests 
All certification exams are scored on a pass/fail basis.  Depending on the specific exam, a correct response to 75% - 
80% of the questions will be required to achieve a passing score.  Students are encouraged to take exams 
immediately following completion of the corresponding course.  
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Career Development 
Students who successfully complete this program will be prepared for midlevel professional opportunities in the IT 
field with emphasis on design, installation, and configuration of Local Area Network (LAN) and Wide Area Network 
(WAN) infrastructure.  Although titles may vary by hiring organizations, students with these credentials are qualified 
to meet the requirements of positions such as Sr. Network Engineer, Sr. Network Support Specialist, SR. WAN 
Engineer, Sr. LAN/WAN Engineer or similar designations. 
 
This program also aligns with the following career opportunities classified by US Department of Labor under the 
Standard Occupational Classification (SOC) system. 
 

• 15-1152 Computer Network Support Specialists 
• 15-1143 Computer Network Architects 
• 25-1021 Computer Science Teachers, Postsecondary 

 
 
Recommended Next Course 
Candidates wishing to further their education are recommended to consider the Cisco Certified Security Professional 
(CCNP Security) program as the next logical step towards becoming a well-rounded IT professional.   
 



Page 3 of 5 

CCNP Program Details 
 
COURSE CCP100 
Title: Implementing and Operating Cisco Enterprise Network Core Technologies (ENCOR) 
Exam: 350-401 
 
Course Description 
This instructor-led program with a combination of lecture and hands-on laboratory exercises will certify that the 
successful candidate has important knowledge and skills necessary to use advanced IP addressing and routing in 
implementing scalability for Cisco ISR routers connected to LANs and WANs. The Implementing and Operating Cisco 
Enterprise Network Core Technologies (ENCOR) v1.0 course gives students the knowledge and skills needed to 
configure, troubleshoot, and manage enterprise wired and wireless networks. Student will also learn to implement 
security principles within an enterprise network and how to overlay network design by using solutions such as SD-
Access and SD-WAN. The exam covers topics on Advanced IP Addressing, Routing Principles, Multicast Routing, IPv6, 
Manipulating Routing Updates, Configuring basic BGP, Configuring EIGRP, OSPF, and IS-IS. 
 
 
Course Objectives 
This course will cover the following subjects: 
 
§ Illustrate the hierarchical network design model and architecture using the access, distribution, and core 

layers 
§ Compare and contrast the various hardware and software switching mechanisms and operation, while 

defining the Ternary Content Addressable Memory (TCAM) and Content Addressable Memory (CAM), along 
with process switching, fast switching, and Cisco Express Forwarding concepts 

§ Troubleshoot Layer 2 connectivity using VLANs and trunking 
§ Implementation of redundant switched networks using Spanning Tree Protocol 
§ Troubleshooting link aggregation using Etherchannel 
§ Describe the features, metrics, and path selection concepts of Enhanced Interior Gateway Routing Protocol 

(EIGRP) 
§ Implementation and optimization of Open Shortest Path First (OSPF)v2 and OSPFv3, including adjacencies, 

packet types, and areas, summarization, and route filtering for IPv4 and IPv6 
§ Implementing External Border Gateway Protocol (EBGP) interdomain routing, path selection, and single and 

dual-homed networking 
§ Implementing network redundancy using protocols including Hot Standby Routing Protocol (HSRP) and Virtual 

Router Redundancy Protocol (VRRP) 
§ Implementing internet connectivity within Enterprise using static and dynamic Network Address Translation 

(NAT) 
§ Describe the virtualization technology of servers, switches, and the various network devices and components 
§ Implementing overlay technologies such as Virtual Routing and Forwarding (VRF), Generic Routing 

Encapsulation (GRE), VPN, and Location Identifier Separation Protocol (LISP) 
§ Describe the components and concepts of wireless networking including Radio Frequency (RF) and antenna 

characteristics, and define the specific wireless standards 
§ Describe the various wireless deployment models available, include autonomous Access Point (AP) 

deployments and cloud-based designs within the centralized Cisco Wireless LAN Controller (WLC) architecture 
§ Describe wireless roaming and location services 
§ Describe how APs communicate with WLCs to obtain software, configurations, and centralized management 
§ Configure and verify Extensible Authentication Protocol (EAP), WebAuth, and Pre-shared Key (PSK) wireless 

client authentication on a WLC 
§ Troubleshoot wireless client connectivity issues using various available tools 
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§ Troubleshooting Enterprise networks using services such as Network Time Protocol (NTP), Simple Network 
Management Protocol (SNMP), Cisco Internetwork Operating System (Cisco IOS®) IP Service Level Agreements 
(SLAs), NetFlow, and Cisco IOS Embedded Event Manager 

§ Explain the use of available network analysis and troubleshooting tools, which include show and debug 
commands, as well as best practices in troubleshooting 

§ Configure secure administrative access for Cisco IOS devices using the Command-Line Interface (CLI) access, 
Role-Based Access Control (RBAC), Access Control List (ACL), and Secure Shell (SSH), and explore device 
hardening concepts to secure devices from less secure applications, such as Telnet and HTTP 

§ Implement scalable administration using Authentication, Authorization, and Accounting (AAA) and the local 
database, while exploring the features and benefits 

§ Describe the enterprise network security architecture, including the purpose and function of VPNs, content 
security, logging, endpoint security, personal firewalls, and other security features 

§ Explain the purpose, function, features, and workflow of Cisco DNA Center™ Assurance for Intent-Based 
Networking, for network visibility, proactive monitoring, and application experience 

§ Describe the components and features of the Cisco SD-Access solution, including the nodes, fabric control 
plane, and data plane, while illustrating the purpose and function of the Virtual Extensible LAN (VXLAN) 
gateways 

§ Define the components and features of Cisco SD-WAN solutions, including the orchestration plane, 
management plane, control plane, and data plane 

§ Describe the concepts, purpose, and features of multicast protocols, including Internet Group Management 
Protocol (IGMP) v2/v3, Protocol-Independent Multicast (PIM) dense mode/sparse mode, and rendezvous 
points 

§ Describe the concepts and features of Quality of Service (QoS), and describe the need within the enterprise 
network 

§ Explain basic Python components and conditionals with script writing and analysis 
§ Describe network programmability protocols such as Network Configuration Protocol (NETCONF) and 

RESTCONF 
§ Describe APIs in Cisco DNA Center and vManage 
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COURSE CCP110 
Title: Implementing Cisco Enterprise Advanced Routing and Services (ENARSI) 
Exam: 300-410 
 
Course Description 
This instructor-led program with a combination of lecture and hands-on laboratory exercises will certify that the 
successful candidate has important knowledge and skills necessary to implement scalable multilayer networks. 
The Implementing Cisco Enterprise Advanced Routing and Services (ENARSI) v1.0 gives students the knowledge they 
need to install, configure, operate, and troubleshoot an enterprise network. This course covers advanced routing 
and infrastructure technologies, expanding on the topics covered in the Implementing and Operating Cisco 
Enterprise Network Core Technologies (ENCOR) v1.0 course. This course also will certify that the successful candidate 
has important knowledge and skills necessary to secure and expand the reach of an enterprise network to (1) plan 
and perform regular maintenance on complex enterprise routed and switched networks and (2) use technology-
based practices and a systematic ITIL-compliant approach to perform network troubleshooting.  
 
 
 
Course Objectives 
This course will cover the following subjects: 
 
§ Configure classic Enhanced Interior Gateway Routing Protocol (EIGRP) and named EIGRP for IPv4 and IPv6 
§ Optimize classic EIGRP and named EIGRP for IPv4 and IPv6 
§ Troubleshoot classic EIGRP and named EIGRP for IPv4 and IPv6 
§ Configure Open Shortest Path First (OSPF)v2 and OSPFv3 in IPv4 and IPv6 environments 
§ Optimize OSPFv2 and OSPFv3 behavior 
§ Troubleshoot OSPFv2 for IPv4 and OSPFv3 for IPv4 and IPv6 
§ Implement route redistribution using filtering mechanisms 
§ Troubleshoot redistribution 
§ Implement path control using Policy-Based Routing (PBR) and IP service level agreement (SLA) 
§ Configure Multiprotocol-Border Gateway Protocol (MP-BGP) in IPv4 and IPv6 environments 
§ Optimize MP-BGP in IPv4 and IPv6 environments 
§ Troubleshoot MP-BGP for IPv4 and IPv6 
§ Describe the features of Multiprotocol Label Switching (MPLS) 
§ Describe the major architectural components of an MPLS VPN 
§ Identify the routing and packet forwarding functionalities for MPLS VPNs 
§ Explain how packets are forwarded in an MPLS VPN environment 
§ Implement Cisco Internetwork Operating System (IOS®) Dynamic Multipoint VPNs (DMVPNs) 
§ Implement Dynamic Host Configuration Protocol (DHCP) 
§ Describe the tools available to secure the IPV6 first hop 
§ Troubleshoot Cisco router security features 
§ Troubleshoot infrastructure security and services 


